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1 Executive Summary

The main goal B4d.1 ProtluetionDresting Repartaibs et & provi de a pr e

of the actions performed during the process of testing the services of Correos, Hellenic Post (ELTA)
and Athens Stock Exchange Services Group (ATHEX Graupyder to prove the succesé their
integration with the &AS Network

As stated in the Grant Agreemenie first testing phase was carried out with thBAS pre
production infrastructure to technically validate the connection to the Spanish (for Correos) and Greek
(for Hellenic Posand ATHEX) LEPS ¢éDAS NodeConnectos, using test credentials.

After that, the validation against@AS core service platform (production level) was carried out with
real dDAS-compatible means of electronic identity, in order to demonstrate the-buymbsr
dimension ancuthentication of ©® means.

To this end his deliverable includes: a) thaescription of theestsusedin preproduction b) the
results of the xecution of preproduction testandlessons learnt) the description of thestsusedin
productionandd) the results of thexecutionof production testandlessons learnt

As a conclusion, we report thiite Correos, ATHEX and ELTA services which are parthef LEPS
projectare functional parts of the pan European elDAS infrastructure. This wavexthfeer the

detailed tests conducted in the context of Alotivity 6 fiTesting of crossorder authentication and

access to Correos electronic Services and to Hellenic (Financial and Post) electronicdendacesd t h e
necessary final adjustments and ga\business logic modifications.
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2 Introduction

The aim of testing is to establish @orreos, ATHEX and ELTA services have been successfully
integrated with the eIDANetwolk, to check ifrequirements have or have not been mettlher
servicesand to prove their proper function.

Testing isrecommendedbecause it improves consistency and performance. Though the main benefit
of testing involves error rectification and debugging, testing also helps businesses understand an actual
and expected ocbme so that they can improve the quality of teeivices

Testing isvery importantbecause ialso provewalidation and authenticatioif. software is produced
without testing, it could be dangeroususersbecause software has a unique developtikealycle
that has important technical componefitiserefore testing is a critical part of theEPS project and
deserves an experiencapproach

This celiverable reports on the work performed within

9 Task6.1: Preparation of tests in ppeoduction,

9 Task6.2: Execution and documentation of qm@duction tests,
9 Task6.3: Preparation of tests in production and

9 Task6.4: Execution and documentation of production tests.

2.1 Purpose of the document

The purpose of this document is to provide a complete description of the acpeitiesmedwithin
Activity 6: Testing of crosborder authentication and access to Correos electronic Services and to
Hellenic (Financial and Post) electronic Services

Thisdel i ver abl e i s r erbdadim tests resultsnforlCerreds,cAMHEX 4nd Hefienic
Post services: report on crdssrder testing with real IDAS-compatible means of electronic
identity) 6 ( Me ans oPRroditon testing cepdlt i o n :

2.2 Rdation tootherproject work

The activities described in this document have received input mostly from:

1 Activity 2: Business Requirements, Integration and Testing Planning
o Task 2.1 fAProject Operations and Architec
9 Activity 3: Customization of Spanish Postal Services and Integration wiAS
Infrastructure
0 Task 3.1: Mobile authentication
0 Task 3.2: Customization of Spanish Correos Services Portal
0 Task 3.3: Integration to Spanish@AS node
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1 Activity 4: Customization of Greek FinancialServices and Integration with @2AS
Infrastructure
o Task 4.1 ACustomization of Greek Financi a
o Task 4. 2:DAPevet ®opcennecti on Supporting St
o Task43: #dAl ntegrat i ®AS-Nood eGrCeoenkn eRcB PoS/oe |
o Task 4bidl:e AdMot henticationbo
9 Activity 5: Customization of Greek Post Electronic Services and Integration MiSe

Infrastructure

o Task 5.1 fACustomization of Hellenic Post
o Task 5. 2:DAPevet ®epcennecti on Supporting St
o Tas k 5egration tdiGQreek PEP3AS-Node Connector o

o Task 5. 4: AMobil e authenticationo

The activities described in this document will provide input mostly to:

9 Activity 7: Maximizing elD uptake in private sector, sustainability and n1oagping
o0 Task7.1: MarketResearch and Feasibility Analysis of eIDAS services uptake by
privatesector
0 Task 7.2: Cosbenefit assessment of CEF elD uptake by private sector

2.3 Structure of thelocument

This document is structured @major chapters

Chapter 2 provides a detailed dedgtion of the test casethat were used to verify the effective
integration of SP services withe elIDAS Networkn pre-productionenvironment.

Chapter 3 presents the results of the automat&dcation of preproduction teston the different
services, e developed mobile test cases anddhsons learnt during the process, Also, the results of
the interoperability tests performed with elDs from other countries than Greece and Spain, are
included

Chapter 4 provides a detailed description tife testcasesthat were used to verify the effective
integration of SP services with the eIDAS Networlpinductionenvironment.

Chapter 5 presentghe results of thexecution ofproduction tes on the different servicethe mobile
testsand lessons learnt.

Chapter 6 concludes the document.
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3o0Preparation @ofrodests oinm |

3.1 CORREOSTest Cases

This section contains a set of tables with the test cases to check the proper operational of accessing
Correos services through its IdM: Correos ID (Myldentityygin into any due service will always
redirect the user to Correos I D front page. The
the process in a brief way. These steps are described here in more defagus=1) [1]:

1. Access to theURL https:/miidentidadpre2.azurewebsites.iaeh d ¢ | authénticaten A
withel DABweuserimny due faMenMBdyndwson, in our case Greece)
uses the URIhttps://miidentidadpre2.azurewebsites.reetn d c lautherkicate with i
elDA r e qu e st CamrgosSardice Brevile(SPIn A Mmb er StM&BrowBO (
on, in our case Spain).

2. The user is redirected to eIDASadapter: The SP requests authentication sending the request
to the elIDAS adapter

3. The elDAS adapter page asks the user for user consefithe elDAS adapter shows a page
asking the useronsentThis page shows to the user the mandatory attributes requested by the
SP and also the optional on@se mandatory data that will Ipeovidedarethe following:
- current family name(s),
- currentfirst name(s),
- date of birth,
- personal identifier

And the optional data would be the gender and address.
The user selects the optional attributes he wishes to be disclosed.
4. The user is redirected to the elIDAS networkthe user is redirected toAS-Node B
(Spain) where the user selects the origin country (Greece in this ddsSpanish node
redirects the uséo eIDASNode A (it is the userb6s MS, Gr ee
the IdP.
5. The user authenticates with his electronic identityThe Identity Provider authentication
page is showed. The user authenticates using his electronic identity.
6-7 The user is redirected to elDAS network, then to eIDAS adapter which validates the
response and finally the SP grants access to the us&he eIDASNode ProxyService of
MS A (Greecepends a SAML Assertion to the requesting elBM&leof MS B (Spain)
then to the Adapter in MS B (Spaimyhich forwards the response to tBE,and the SRuvill
grant access to the usard the user then can accesstoths er vi ces AMy Noti fic
A My Ma i Thdveamve dvscenarios
a. User previously registered iGorreosSP. Myldentity checks if the user is already
registered, if the SP validatéeither grard or reject) the access.
b. User that was not registergareviously in theCorreosSP. Myldentity checks if the
user is already registered, if not the SP shows an additional screen for asking
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additional data to complete the registration process, and after finishing successfully,
the SP grants the user accesthoSP.

MEMBER STATE A MEMBER STATE B

............. - Service
B . Provider

v

National eID

eIDAS-Node " eIDAS-Node

A
: Connector o ------ Connector
o P
o Oy
SeseesRRERSRY »  Proxy-Service ‘ ......... G Proxy-Service

Figure 3-1: Steps accessing CORREOS servicgq

Note: Attributes retrieved not matching anyhow the forragteed in the description of the elDAS

nodes, will be excluded and not shown to the user. At this first version, no notification will be

di splayed to the wuser. Moreover, the user wonot
in the creationipdate of their information in their Correos profile.

3.1.1 Test Case 1Login with SP registration in My Identity (eIDAS registered only)

A user from MS A (Greece) requests access to a Service Provider in
(Spain). T he us egisteredarstie &P. The usevgets acked
the SP successfully after registering in the SP and access to My Identity.
The SP is registered in MS B elDAS node

The user from MS A (Greece) is a valid user for eIDAS and holds a valid elD
Theuser from MS A (Greece) wasnot
(Spain).

The registration in the SP is performed correctly and the user accesses
Identity.
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Access to Correos ID for login or directly access to Correos ID (
https://miidentidadpre2.azurewebsitesyren d ¢l i ¢k on
el DASO.

The user is redirected to eIDAS adapter.

The elDAS adapter page asks the user consent. The page is show
the requestd data and the useselects the optional attributesid clicks
submit.

The user is redirected to the eIDAS network.

The user authenticates whierhis electronic identity.
a. The MS A (Greece) IdP asks for credentials,
b. the user provides right credentials.

The user is redirected to elDAS network atheén to elDAS adapte
which validates the response. SP checks that the user was not pre
registered in the specific service and asks for registratafter
completing successfully the registration the SRants access t
Myldentity.

The SP grants user access to My Identity after registration

N.A.

Table 3-1: Test Case 3 Basic login (SP & elDAS registered user)

3.1.2 Test Cas@ i Basic login and access to My Identity

A user from MS A (Greece) requests access to a Service Provider in
(Spain). The user was previously registered in the SP. The user gets acceg
Identity.

The SP is registered MS B (Spain) elDAS node.
The user from MS A (Greece) is a valid user for eIDAS. Holds a valid elD.
The user from MS A (Greece) was previously registered in the SP My Identi

1.

The user accesses to My Identity in Correos SP in the
https://miidentidadpre2.azurewebsites)net a n d clicks
with el DASO correctly.

The user is redirected to eIDAS adapter.

The elDAS adapter page asks the user to select the data he/she a
disclosorgrom the IdP and clicks submit button.

The user is redirected to the eIDAS network

The user authenticates with ierelectronic identity
a. The MS A (Greece) IdP asks for credentials,
b. the user provides right credentials.

The user is redirected 8IDAS network andinally to theelDAS adaptel
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which validates the responsand the SP checks that the user
previously registered in the service My Identity of Correos SP and ¢
access to the user.

Correos SP grants access to My Identity sendgdbeuser.

N.A.

Table 3-2: Test Case 2 Basic login and access to My Identity (SP & elDAS registered user)

3.1.3 Test Case B Failed My Identity login (eIDAS authentication failed)

A user from MS A (Greece) requests access to the service My Identity of C
Service Provider (SP) in MS B (Spain). The user was previously registered
service My Identity The usemprovideswrong credential$o the Greek IdRnd the
login fails.

The SP is registered in MS B (Spa@DAS infrastructure

The user from MS A (Greece) is a valid user GeekelDAS schemaHolds a
valid elD.

The user from MS A (Greece) waepiously registered in the My Identity.

The authenticationon Greek IdPfails because the user provides wrg
credentials.

1. Access to the service My Identity in URL
https://miidentidadpre2.azurewebsitesaeh d c | i ck on
el DASO correctly.

2. The user is redirected to eIDAS adapter.

3. The elDAS adapter page asks the user to select the data he/she a
disclosurgrom the IdP and clicks submit button.

The user is redirected to the elDAS network.

5. The user authenticates with his/her electronic identity
a. The MS A (Greece) IdP asks for credentials,
b. the user provides wrong credentials.

6. The user is redirected to elIDAS network aodheelDAS adapter which
serd the failed response and the SP receives an authentication
message.

The user candét access to MS B (Sp
fail during theelDAS authentication.

N.A.

Table 3-3: Test Case 3 Failed My Identity login
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3.1.4 Test Case 4 eIDAS adapter fails (no connection)

A user from MS A (Greece) requests access to My Identity in a Service Pr
in MS B (Spain). The usavas previously registered in the MS B (Spain) Sk
My Identity service.

The SP is registered in MS B (Spa@iDAS infrastructure

The user from MS A (Greece) is a valid user GeekelDAS schemaHolds a
valid elD card

The user fronMS A (Greece) was previously registered in the SP.

1.

2.

Access to the servic My Identity of Correos SP inthe URL
https://miidentidadpre2.azurewebsitesaet d ¢l i ck on
el DASO correctly.

The wuser canot be redirected t ¢

The

user canot r ang thdvelDAB metwerk. DAS a d a

N.A.

Table 3-4: Test Case 4 elDAS adapter fails

3.1.5 Test Case b User cancels in eIDAS adapter

A user from MS A (Greece) requests access to My Ides8tyicein MS B
(Spain). The user was previously registered in this servdter clicking

i au

adapter pagand goes back to Correos My Identity login page

t hent i c atbattonpmhet user aidksDoh $ancel buttmm elDAS

The SP is registered in MS B (Spa@DAS infrastructure
The user from MS A (Greece) &svalid user for eIDAS. Holds a valid elD

The user from MS A (Greece) was previously registered in My Identity servi
Correos SP.

1.

Access to the service and then is redirected to Correos ID for log
directly access to Correos ID (UR
https://miidentidadpre2.azurewebsitesineta n d ¢ | intickte withn
e | D AbStton

The user is redirected to eIDAS adapter.

The user decides to press cancel button and paelsto My Identity
login page.

The

user starts again with |l ogin i

N.A.

Table 3-5: Test Case 5 User cancels in elDAS adapter
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3.1.6 Test Case b Access to My Mailbox service

A user from M5 A (Greece) which is logged My Identity of Correos SP click
ont he tag fAServiceso.

A list of servicess displayedi n  whi ch it i s iservicé ud ¢

The user selects My Mailbox sece and the user accesses to the service an
see theeceiveddocuments

The user from MS A (Greece) is logdéa My Identity service.
All the fields necessary to access to the My Mailbox service should be filled

1. Theuserct ks on f ol der fAserviceso.
2. The user selects AMy Mail boxo f
3. The user can see the list of documents (folders, files, etc).

The user accesses to the folders in which he/she can see the documents.

N.A.

Table 3-6: Test Case 6 Access to My Mailbox service

3.1.7 Test Case ¥ Access to My Notifications service

A user from MSA (Greece) which is logged ikly Identity of Correos SP click
onthety AServi ceso.

|t i s showed then a | i st of servi g

The user selects My Notifications service and the user accesses to the ser
can see the notifications

The user from MS A (Greece) is loglein My Identity service.

All the fields necessary to access to the My Notifications service should be
in.

1. The wuser clicks on folder fser
2. The user selects fAiMy Notificatd.i
3. The user can see thetifications

The user accesses to the folders in which he/she can see the notifications.

N.A.

Table 3-7: Test Case 7 Access to My Notificationsservice

! Following the steps of Test Case 2 Basic login and access tdeviiity
2 Following the steps of Test Case 2 Basic login and access to My Identity
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3.2 ATHEX TestCases

This section contains a set of tables to define the checking procedure of ATHEX use cases.

3.2.1 Test Case 1ATHEX Sign (Successful Authentication)

A user from Spain wants to register in AthexSsgnvice. Spanish user will ug
his/her elD provided by Spanish Authorities in order to authent
himself/herself against AthexSigarvice.

AthexSignserviceis registered in Greetdd DAS node.
The user from Spain is a valid user for elD&®l holds a valid elD.

1. The user from Spain accesses AthexSign service through the follg

url: https://testathexsign.athexgroup.gr/

Spanish user selectsto apply iRAS by cl i cki ng o

3. Spanish user is redirected to SpanidR bnd is asked to confirm tk
use of thesoftware Spanish certificates credentials. The user clicks
AConfirmar o button.

4. The browser displays a pap asking the user to select the dig
certificate to ge for authentication. The user selects tedificate and
clicks on AAceptaro button. Of
is redirected to the Spanish elIDAS Node, which redirects tg
AthexSign service.

n

5. Upon successful authentication, Spanish user is redirected to Athg
registration form where he/ ha
name fields. The fields name, surname, birth date are already filleg

Spanish user is successfully lzemticated and ready to register in AthexS
service

Spanish digital certificate must be pnstalled in the web browser

Table 3-8: Test Case = ATHEX Sign (Successful Autlentication)

3.2.2 Test Case 2ATHEX Sign (UnsuccessfuiAuthentication

A user from Spain wants to register in AthexSsgmvice Spanish user will us
his/hersoftware Spanish certificapgovided by Spanish Authorities in order
authenticate himself/herself against AthexSigrvice

AthexSignserviceis registered in Greek elIDAS node.
The user from Spain is a valid user for eIDAS and holds a valid elD

1. The user fronBpain accessesthexSignservicethrough the following
url: https://testathexsign.athexgroup.gr

2. Spanish user selectsto apply ®i®ASby cl i cking o
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3. Spanish user is redirected to Spanish IdP and is asked to confir
useof thesoftware Spanish certificates credentials. The user clicks
AConfirmaro button.

4. The browser displays a pap asking the user to select the dig
certificate to use for authentication. The user either cancels
operation or has not an aladile certificate. Since the user is 1
authenticated, he/she is redirected to the Spanish elIDAS Node.

5. Upon unsuccessful authentication, Spanish user is redirectg
AthexSign service where he/she is informed that the authentical
process was unsuccéss

Spanish user is unsuccessfully authenticated

N.A.

Table 3-9: Test Case 2 ATHEX Sign (Unsuccessful Authentication)

3.2.3 Test Case 3ATHEX AXIAweb (SuccessfuAuthentication and logon)

A user from Spain wants to login in Athex AXIAWskrvice Spanish user wil
use his/her elD provided by Spanish Authorities in order to authen
himself/herself against Athex AXIAWedervice

Athex AXIAWeb serviceis registered in GreeddDAS node.
The user from Spain is a valid user for eIDAS and holds a valid elD.
The user from Spain is already a valid user of AXIAWeb.

1. The user fromSpain accesseAthex AXIAWeb servicethrough the
following url: https://testaxiaweb.athexgroup.gr

2. Spanish user selectsto apply ®&i®ASby c¢cl i cking o

3. Spanish user is redirected to Spanish IdP and is asked to confiy

use of thesoftware Spanish certificates credentia. The user clicks o
AConfirmaro button.

4. The browser displays a pagp asking the user to select the dig
certificate to e for authentication. The user selects the certificate
clicks on fAAceptaro button. usen
is redirected to the Spanish eIDAS Node, which redirects tédmex
AXIAWeb service.

5. Upon successful authentication, Spanish user is redirectédthex
AXIAWeb main menu page, from where he can navigate to the s€
individual pages.

Sparnsh user is successfully authentmét and logged on to register
AthexSignservice

Spanish digital certificate must be prestalled in the web browser
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Table 3-10: Test Case3 - ATHEX AXIAweb (Successful Authentication and logon)

3.2.4 Test Case 4ATHEX AXIAweb (Unsuccessfuhuthentication

A user from Spain wants to register in Athex AXIAWsérvice Spanish use
will use his/her elD provided by Spanish Authoritiesarder to authenticat
himself/herself against Athex AXIAWetervice

Athex AXIAWeb serviceis registered in GreeddDAS node.
The user from Spain is a valid user for eIDAS and holds a valid elD.

1. The user fromSpain accesse&thex AXIAWeb servicethrough the
following url: https://testathexsign.athexgroup.gr

2. Spanish user selectsto apply ®i®ASby cl i cking o

3. Spanish user is redirected to Spanish IdP and is asked to confil
use of thesoftware Spanishertificateas credentials. The user clicks
AConfirmar o button.

4. The browser displays a pap asking the user to select the dig
certificate to use for authentication. The user either cancels
operation or has not an available certificate. Sirtoe tiser is no
authenticated, he/she is redirected to the Spanish eIDAS Node.

5. Upon unsuccessful authentication, Spanish user is redirect&thés
AXIAWeb service where he/she is informed that the authentical
process was unsuccessful.

Spanish ger is unsuccessfully authenticated

N.A.

Table 3-11: Test Case 4 ATHEX AXIAweb (Unsuccessful Authentication)

3.2.5 Test Case b ATHEX IDP (Successful Authentication)

A Greek user will use ATHEX IDP in order to authenticate himself/heusétig
the Spanish Demo SP functionality

SpanishSpanish Demo SB registered irSpanish elDASode

The user from Greece is a valid user for eIDAS and holds a etilidssued by
ATHEX IDP.

1. The user fronGreece access&panishservicethrough the following url;
https://seeidas.redsara.es/SP/populatelndexPage

2. Greek user selects his /her country of origin and also gets informed
the attributes requested by Spanish D&Ro

a. Gr eek user sel ects i E lown ilish
i GRO in ACI Tl ZEN -davd Uist Ml Ypes
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ASUBMI TO button.

b. Greek user press ASUBMI TO b
request to Spanish eIDAS Node.

c. Greek user is asked from Spanish eIDAS Node to choos
country from where his [ her
fromthedrogdown | i st aondbattiohkhs

d. Greek user is redirected to Greek elIDAS Node and he/s
informed about the attributes requested (Basic Information)
SpanistDemo SPUser clicks «NEXT» button.

e. Greek user is also informed about the attributes requs
(Additional Information) from SpanisiDemo SP. User clicks
«NEXT» button.

3. Greek user is redirected to ATHEX IdP and he/she is asked to pr
his/her credentials. (Username, password, One Time Password) in
to authenticate him/herself.

a. Greek user fills in his/her useame and password.

b. Greek user retrieves the Omane Password (OTP) from his/h
smartphone, by opening Google Authenticator Application w
is already installed in his/her smartphone and fills in
AExtended Passwordo field.

c. Greek wuser duttoncks ASubmit o

4. Upon successful authentication, user is asked to give his/her cong
order his/her personal information to be forwarded to Spanish [
Service Provider. User clicks i

5. Greek user is redirected back to Spaiisimo SP

a. Greek usercan view SAML response from Greek elDAS No
User clicks ASUBMITO button

b. Greek user is successfully logged in Spaiisino SP

Greek user is successfully authenticated against ATHEX IDP and ready
SpanishDemo SP

N.A.

Table 3-12: Test Case 5 ATHEX IDP (Successful Authentication)

3.2.6 Test Case & ATHEX IDP (Unsuccessful Authentication)

A Greek user will use ATHEX IDP in order to authentidaitaself/herself agains
SpanishDemo SP User will provide wrong user credentials and authenticg
process will be unsuccessful.

SpanishDemo SHs registered irSpanish elDASode

1. The user fronGreece access&panishDemo SPthrough the following
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2. Greek user selects his /her country of origin and also gets informed

url: https://seeidas.redsara.es/SP/populatelndexPage

the attributes requested by Spanish Demo Service Provider.

a. Greek user sel ects @ Epown lish
AGRO in ACI Tl ZEN -davd Uit il Ypoes
ASUBMI TO button.

b. Greek wuser press ASUBMI TO b
request to Spanish eIDAS Node.

c. Greek user is asked from Spanish eIDAS Node to choos
country from where histhr el D i s i ssued
fromthedrogdown | i st and clicks

d. Greek user is redirected to Greek eIDAS Node and he/s
informed about the attributes requested (Basic Information)
Spanish Service Provider. User clickéEXT» button.

e. Greek user is also informed about the attributes requs
(Additional Information) from Spanisibbemo SP User clicks
«NEXT» button.

3. Greek user is redirected to ATHEX IdP and he/she is asked to pr
his/her credentials. (Username, passw@dP) in order to authenticat
him/herself.

a. Greek user provides wrong user credentials.
b. Greek wuser clicks ASubmito

4. Upon unsuccessful authentication, user is redirected back to s
DemoSPand the f ol | owi 608002nAushenticgtion
Failed.o .

Greek wuser is unsuccessfully auth
SpanistDemoSP
N.A.

Table 3-13: Test Case 8 ATHEX IDP (UnsuccessfulAuthentication)

This section contains a set of tables to define the checking procedure of ELTA use cases.

3.3 ELTA Test Cases

This section contains a set of tables to define the checking procedtir& Afuse cases.

3.3.1 ELTA Portale-Shop

3.3.1.1 Test Case 1UserRegistration Normal Flowo ELTA portal [ELTAPORTALTR1]

_ A User successfully registers to ELTA portal-Ebop (Service: registration v
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elDAS elD)

The user has a valid Spanish elD credential.
The user was not previoudlggistered in the Portal or&hop.

1. Access to the URL http://www.elta.gr/erus/home.aspx or
http://www.elta.gr/erus/business/eshaspxand c¢cl i ck on d@AL

2. User is redirected to eIDAS Country/Requested Attributes page (l
elDAS API adapters)

3. User selects country of origin
4. User is automatically redirected to Spanish IdP to authenticate via h

5. User authenticates with his elD

6. User is automatically redirected to the ELTA Register Form U
https://www.elta.gr/etus/eidaslogin.aspqUser must complete the necess
information, for example username, email, password, confirm password) an
on fARegistero

7. User is redirected to the ELTA home page of Portal or eShop (En
version)  http://www.elta.gr/erus/home.aspx or  http://www.elta.gr/en
us/business/eshop.aspdepending on the starting point)The page shows th
name ofthe User

The SP grants User access to ELTA Portal and eShop (after registration)
Ending Event: The User accesses the ELTA Home PageSbog Home Page)

non

Table 3-14: Test Case I User Registration Normal Login Flow to ELTA portal.

3.3.1.2 Test Case 2 User Registration Invalid Credentials Flow [ELTAPORTARZ2]

A User fails to register via elDAS elD

The user has a valid Spanish elD credential.
The user was not previously registered in the PortalSivap.

1. Access to the URL http://www.elta.gr/erus/home.aspx or
http://www.elta.gr/erus/business/eshop.aspxn d c¢cl i ck on fAL

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
API adapters)

3. User selects country of origin
4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User fails to register via eIDAS elD

6. User is automatically redirected to Neuccessful authentication page

User fails to register via eIDAS elD
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Ending EventThe User is redirected to Nauccessful authentication page

non

Table 3-15: Test Case 2 User Registration Invalid Credentials Flowto ELTA portal .

3.3.1.3 Test Case 3User Canceal Registration Flow on Country Page [ELTAPORTAR3]

A User quits early the registration process

The user has a valid Spanish elD credential.
The user was not previously registered in the PortalSirap.

1. Access to the URL http://www.elta.gr/erus/home.aspx or
http://www.elta.gr/erus/business/eshop.aspxn d cl i ¢k on AL

2. Use is redirected to eIDAS Country/Requested Attributes page (LEPS e
APl adapters)

3. User selects ACANCELO
4. User is automatically redirected Registration/Login terminated page

User fails to register via eIDAS elD
Ending Event: Registration/lgin Cancelled

non

Table 3-16: Test Case 3 User Cancels Registration Flow on Country Pag® ELTA portal.

3.3.1.4 Test Case 4User Registration IdP Cancel Flow [ELTAPORTAIR4]

A User quits the registration process when reaching the IdP page

The user has a valid Spanish elD credential.
The user was not previously registered in the PortalSivap.

1. Access to the URL http://www.elta.gr/erus/home.aspx or
http://www.elta.gr/erus/business/eshop.aspxn d cl i ¢k on AL

2. User is redirected to ellBACountry/Requested Attributes page (LEPS el
API adapters)

3. User selects country of origin
4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User quits the registration process whechiggy the IdP page

6. User is automatically redirected to Registration/Login terminated page

User fails to register via eIDAS elD
Ending Event: Registration/Login Cancelled (consent required)

non
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Table 3-17: Test Case 4 User Registration IdP Cancel Flowto ELTA portal.

3.3.1.5 Test Case 5Registered User Normal Login Flow (eIDAS elD) [ELTAPORTAIL1]

A Registered User requires access to ELTA por8#ryice: registration Vi
elDAS elD)

The user has a valid Spanish elD credential.
The user was previously registered in the Portatsitap.

1. Access to the URLhttp://www.elta.gr/erus/home.aspxa n d click
with el DASO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3User selects country of origin AS

4. User is automatically redirect¢o Spanish IdP to authenticate via her/his el
5. User authenticates with his electronic identity (elD)

6. User is redirected to the ELTA home page of Pontab://www.elta.gr/en
us/home.aspXdependig on the starting point)The page shows the name of {
User

7.Userclicson ATrack An Itemd on right

8. User is redirected to the ELTA track an item pdgg//www.elta.gr/en
us/personal/tracktrace.aspx

The SP grants User access to ELTA Track & Trace page (after login)
Ending Event: The User accesses the ELTA Track & Trace page

Non

Table 3-18: Test Case 5 Registered User Normal Login Flowto ELTA portal.

3.3.1.6 Test Case 6Registered User Invalid Credentials Flow [ELTAPORTFAL2]

A Registered User fails to authenticate via elIDAS elD

Theuser has a valid Spanish elD credential.
The user was previously registered in the Portatsitap.

1. Access to the URL http://www.elta.gr/erus/home.aspx or
http://www.elta.gr/erus/business/eshop.aspxn d cl i ¢k on AL

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS &
APl adapters)

3. User selects countryofa gi n ASPAI N0 and cl i ck

4. User is automatically redirected to Spanish IdP to authenticate via her/h
card

5. User fails to register via eIDAS elD
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6. User is automatically redirected to Neuccessful authentication page

User failsto register via eIDAS elD
Ending Event: The User is redirected to Nsutcessful authentication page

Non

Table 3-19: Test Case 6 Registered User Invalid Credentials Flowto ELTA portal.

3.3.1.7 Test Case 7Registered User Cancels Registration Flow on Country Page [ELTAPORTLAL

A Registered User quits early the registration process

The user has a valid Spanish eID credential.
The user was previoustggistered in the Portal or&hop.

1. Access to the URL http://www.elta.gr/erus/home.aspx or
http://www.elta.gr/erus/business/esh@spxand c¢cl i ck on dnAL

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3. User selects ACANCELO.
4. User is automatically redirected to Nemccessful authentication page

User fails to regter via elDAS elD
Ending Event: The User is redirected to Nsutcessfuhuthentication page

Non

Table 3-20: Test Case 7 Registered User Cancels Registration Flow oB@ountry Pageto ELTA portal.

3.3.1.8 Test Case 8Registered User IdP Cancel Flow [ELTAPORTAIL4]

A Registered User quits the registration process when reaching the IdP pags

The user has a valid Spanish elD credential.
The user was pwously registered in the Portal oiShop.

1. Access to the URL http://lwww.elta.gr/erus/home.aspx or
http://www.elta.gr/erus/busines/eshop.aspand c¢cl i ck on dnAL

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS &
APl adapters)

3. User selects country of origin

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User quits the registration process when reaching the IdP page
6. User is automatically redirected to Registration/Login terminated page

User fails to registeria eIDAS elD
Ending Event: Registration/Login Cancelled (consent required)
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Non

Table 3-21: Test Case & Registered User IdP Cancel Flowo ELTA portal.

3.3.1.9 Test Case 9Registered User Normal Login Flow [ELTAESHAR1]

A Registered User requires access to ELT-8hep (Service: registration v
elDAS elD)

The user has a valid Spanish elD credential.
The user was previously registered in Botal or eshop

1. Access to the URILhttp://www.elta.gr/erus/business/eshop.asprd click on
ALogin with el DASO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3User selects couamandycofcariogi ANESH
4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User authenticates with his electronic identity (elD)

6. User is redirected to the ELTA home page efhep http://www.elta.gr/en
us/business/esbaspx (depending on the starting point)The page shows th
name of the User

7. User click on itemfArmored Cruiser Averof"

8. User i s redirected t o t he AATr N
https://www.elta.gr/Business/eshop/tabid/558/ProductlD/1304/language/en
US/Default.apx

9. User click on Add to Cart button

10. User is redirected to the pa
https://www.elta.gr/Business/eshop/tabid/558/ProductlD/1304/language/en
US/Default.aspx?addmessage=success_c_%22Armored+Cruiser+Averof%}

11.User <click on AMy Basketo on rig

12. User is redirected to the customer baskagephttps://www.elta.gr/en
us/customermybasket.aspx

The SP grants User access to My Basket (after login)

Ending Event: The User accesses the ELTA My Basket page whefendam
item named AAr mored Cruiser Averofo

Non

Table 3-22: Test Case 9 Registered User Normal Login Flowto ELTA e-Shop.
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3.3.1.10 Test Case 1D Registered User Invalid Credentials FIgEL TAESHOR-TL?2]

A Registered User fails to authenticate via elIDAS elD

The user has a valid Spanish elD credential.
The user was previously registered in the Portatsirap.

1. Access to the URLttp://www.elta.gr/erugbusiness/eshop.asgand click on
ALogin with el DASO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3. User selects country of origin
4. User is automatically redirected to Spanih 1o authenticate via her/his elD
5. User fails to register via eIDAS elD

6. User is automatically redirected to Neumccessful authentication page

User fails to register via elIDAS elD
Ending Event: The User is redirected to Nsutcessfuhuthentication page

Non

Table 3-23: Test Case 10 Registered User Invalid Credentials Flowto ELTA e-Shop.

3.3.1.11 Test Case 11Registered User Cancels Registration Flow on Courdige [ELTAESHOPTL3]

A Registered User quits early the registration process

The user has a valid Spanish elD credential.
The user was previously registered in the Portat®hep.

1. Access to the URLttp://www.elta.gferrus/business/eshop.asprd click on
ALogin with el DASO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS &
APl adapters)

3. User selects ACANCELO.
4. User is automatically redirected to Nsmccessful authentication page

User fails to register via eIDAS elD
Ending Event: The User is redirected to Nsutcessful authentication page

Non

Table 3-24: Test Case 11 Registered User Cancels Rgstration Flow on Country Pageto ELTA e-Shop.

3.3.1.12 Test Case 12Registered User IdP Cancel Flow [ELTAESHOP4]

_ A Registered User quits the registration process when reaching the IdP pags
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The user has a valid Spanish alf2dential.
The user was previously registered in the Portat®hap

1. Access to the URLttp://www.elta.gr/erus/business/eshop.asprd click on
ALogin with el DASO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
API adapters)

3. User selects country of origin

4. User is automatically redirected to Spanish IdP to authenticate via her/h
card

5. User quits the registration process when reaching the IdP page
6. User is automaticallyedirected to Registration/Login terminated page

User fails to register via elDAS elD
Ending Event: Registration/Login Cancelled (consent required)

Non

Table 3-25: TestCase 12 Registered User IdP Cancel Flowo ELTA e-Shop.

3.3.1.13 Test Case 13Unregistered User Access Attempt Flow [ELTAPORTFARL]

A non-Registered User wants to login to ELTA porte®leop via elIDAS elD: IS
Redirected to a Registration Form

The user has a valid Spanish elD credential.
The user was not previously registered in the PortaiSirap

1. Access to the URL http://www.elta.gr/erus/home.aspx or
http://www.elta.gr/erus/business/eshop.aspxn d cl i ¢k on AL

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS &
API adapters)

3. User selects o0ouwmtdr yclafc ko roing ifinN

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User authenticates with his electronic identity (elD)

6. User is automatically redirected to the ELTA Register Form |
https://www.elta.gr/efus/eidaslogin.aspqUser must complete the necess
information, for example username, email, password, confirm password) an
on fARegistero

User is Redirected toa Registration Form Ending Event: ELTA por
Registration form

Non
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Table 3-26: Test Case 13 Unregistered User Access Attempt Flowo ELTA portal.

3.3.2 ELTA'T Parcel Delivery Voucher

3.3.2.1 Test Case 1User Registration Normal Flow (eIDAS elD)[ ELTAVOUCHERR1]

A User successfully registers toHELLENIC POST: BUSINESS
APPLICATIONS (Parcel Delivery Voucher) (Service: registration via elD
elD)

The user has a valid Spanish elD credential.

The user was not previously registered in HEELLENIC POST: BUSINESS
APPLICATIONS.

1. Access to the URIhttps://eltab2b.qgr/en/parcdkliveryvoucher and click on
ALogin with el DAS el DO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3User selects country of origin AS

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User authentiates with his electronic identity (elD)

6. User is automatically redirected to the ELTA my profile p
https://eltab2b.gr/index.php/en/Apyofile (User must complete the necess
information, for example email, company name, company address, zip/
code, city, country, company phone and applicant mobile phone) and cli
iSaveo

7. User is redirected to thBELLENIC POST: BUSINESS APPLICATION;
home page (English versiohjtps://eltab2b.gr/enf The page shows the name
the User

The SP grants User accessHBLLENIC POST: BUSINESS APPLICATIONS
(after registration)

Ending Event: The User accesses thELLENIC POST: BUSINESS
APPLICATIONSHome Page

Non

Table 3-27: User Registration Normal Flowto ELTA Parcel Delivery Voucher

3.3.2.2 Test Case 2User Registration Invalid Credentials Flow [ELTAVOUCHHER?2]

A User fails to register via eIDAS elD

The user has a vdliSpanish elD credential.

The user was not previously registered in HEELLENIC POST: BUSINESS
APPLICATIONS
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1. Access to the URIlhttps://eltab2b.gr/en/parcdkliveryvoucherand click on
AiLogin with el DAS el DO

2. User is redirected to eIDASountry/Requested Attributes page (LEPS elD
APl adapters)

3User selects country of origin #AS

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User fails to register via eIDAS elD
6. Useris automatically redirected to Nesuccessful authentication page

User fails to register via eIDAS elD
Ending Event: The User is redirected to Nsutcessful authentication page

Non

Table 3-28: User Registration Invalid Credentials Flowto ELTA Parcel Delivery Voucher.

3.3.2.3 Test Case 3User Cancels Registration Flow on Country Page [ELTAVOUCHERS]

A User quits early the registration process

The user has a valid Spanish elD credential.

The user was not previously registered in HEELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIhttps://eltab2b.gr/en/parcdkliveryvoucherand click on
ALogin with el DAS el DO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3. User selects ACANCELO
4. User is automatically redirected Registration/Login terminated page

User fails to register via eIDAS elD
Ending Event: Registrain/Login Cancelled

Non

Table 3-29: User Cancels Registration Flow on Country Page® ELTA Parcel delivery Voucher.

3.3.2.4 Test Case 4User RegistratiohdP Cancel FloWELTAVOUCHER-TR4]

A User quits the registration process when reaching the IdP page

The user has a valid Spanish elD credential.

The user was not previously registered in HEELLENIC POST: BUSINESS
APPLICATIONS

1. Accessto the URL https://eltab2b.gr/en/parcdkliveryvoucherand click on
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AiLogin with el DAS el DO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3. User selects country of origin
4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User quits the registration process when reaching the IdP page

6. User is automatically redirected to Registration/Login terminated page

User fails to registeria eIDAS elD
Ending Event: Registration/Login Cancelled (consent required)

Non

Table 3-30: User Registration IdP Cancel Flowto ELTA Parcel Delivery Voucher.

3.3.2.5 Test Case 5Registered User Normal Login Flow (eIDAS elD) [ELTAVOUCHHR1]

A User successfully registers toHELLENIC POST: BUSINESS
APPLICATIONS (Parcel Delivery Voucher) (Service: registration via elD
elD)

The user has a valid Spanislb credential.

The user was previously registered in tHELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIlhttps://eltab2b.gr/en/parcdkliveryvoucherand click on
ALogin with el DAS el DO

2. User is redirected to eIDAS Country/Requdstdtributes page (LEPS elDA
APl adapters)

3User selects country of origin AS

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User authenticates with his electronic identity (elD)

6. Useris redirected to thédELLENIC POST: BUSINESS APPLICATIONS
(Zip Codes) home page (English versibiitps://eltab2b.gr/ent The page show
the name of the User

7.Us er sel ect s and click on AfPar c ¢
DELIVERY VOUCHER menu

8. User is automatically redirected t6lELLENIC POST: BUSINESS
APPLICATIONS Parcel Delivery Voucher Form pag
https://eltab2b.gr/en/parcdklivery-voucher/parcetielivery-vouchesform

The SP grants User acces€tol A BUSINESS APPLICATIONS(after login)

Ending Event: The User accessesEhd A BUSINESS APPLICATIONSParcel
Delivery Voucher Form page
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Non

Table 3-31: Registered User Normal Login Flowto ELTA Parcel Delivery Voucher.

3.3.2.6 Test Case 6Registered User Invalid Credentials Flow [ELTAVOUCHHER2]

A Registered User fails to authenticate via elDAS e

The user has a valid Spanish elD credential.

The user was previously registered in tHELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIhttps://eltab2b.gr/en/parcdkliveryvoucherand click on
ALogin with el DAS el DO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3. User selects country of origin

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User fails taegister via elDAS elD
6. User is automatically redirected to Neumccessful authentication page

User fails to register via elDAS elD
Ending Event: The User is redirected to Nsutcessful authentication page

non

Table 3-32: Registered User Invalid Credentials Flowto ELTA Parcel Delivery Voucher.

3.3.2.7 Test Case 7Registered User Cancels Registration Flow on Country Page [ELTAVOUECHBR

A Registered User quitsarly the registration process

The user has a valid Spanish elD credential.

The user was previously registered in tHELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIhttps://eltab2b.gr/en/parcdkliveryvoucherand clck on
ALogin with el DAS el Do

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS &
APl adapters)

3. User selects ACANCELO.
4. User is automatically redirected to Neunccessful authentication page

User fails to register vialDAS elD
Ending Event: The User is redirected to Nsutcessfuhuthentication page

Non
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Table 3-33: Registered User Cancels Registration Flow on Country Pade ELTA Parcel Delivery Voucher.

3.3.2.8 Test Case 8Registered User IdP Cancel Flow [ELTAVOUCHHRA4]

A Registered User quits the registration process when reaching the IdP pags

The user has a valid Spanish elD credential.

The user was prevusly registered in thddELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIlhttps://eltab2b.gr/en/parcdkliveryvoucherand click on
AiLogin with el DAS el DO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3. User selects country of origin

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User quits the registration process when reaching the IdP page
6. User is automaticallsedirected to Registration/Login terminated page

User fails to register via elDAS elD
Ending Event: Registration/Login Cancelled (consent required)

Non

Table 3-34: Registered User |dP Cancel Flowto ELTA Parcel Delivery Voucher.

3.3.2.9 Test Case 9Unregistered User Access Attempt Flow [ELTAVOUCHHERL]

A nonRegistered User wants to login tdELLENIC POST: BUSINESS
APPLICATIONS (Pacel Delivery Voucher) via eIDASID: Is Redirected to
Registration Form

The user has a valid Spanish elD credential.

The user was not previously registered in HEELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIhttps://eltab2b.qgr/en/parcdkliveryvoucher and click on
ALogin with el DAS el DO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
API adapters)

3.User selects country of origin fAS
4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User authenticates with his electronic identity (elD)

6. User is automatically redirected to the ELTA my profile p
https://eltab2b.gr/index.php/en/Apyofile (User mustcomplete the necessal
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information, for example email, company name, company address, zip/
code, city, country, company phone and applicant mobile phone) and cli
AfSaveo

User isRedirected to a Registration Form Ending Event: ELTA myilerpbge

Non

Table 3-35: Unregistered User Access Attempt Flowo ELTA Parcel Delivery Voucher.

3.3.3 ELTA Zip Codes

3.3.3.1 Test Case 1 User Registration Normal Flow (eIDAS el[BLTAZIPCODESTR1]

A User successfully registers toHELLENIC POST: BUSINESS
APPLICATIONS (Zip Codes) (Service: registration via eIDAS elD)

The user has a valid Spanish elD credential.

The user was not previously registered in HEELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIhttps://eltab2b.gr/en/zippdesand ¢l i ck o
el DAS el DO

2. User is redirected to eIDAS Country/Requested Attributes page (EHPYSS
APl adapters)

3User selects country of origin #AS

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User authenticates with his electronic identity (elD)

6. User is automatically rediceed to the ELTA my profile pag
https://eltab2b.gr/index.php/en/Apyofile (User must complete the necess
information, for example email, company name, company address, zip
code, city, country, company phone and applicant mobile phone) andodli
iSaveo

7. User is redirected to thBELLENIC POST: BUSINESS APPLICATION;
home page (English versiohjtps://eltab2b.gr/ent The page shows the name
the User

The SP grants User accessHBLLENIC POST: BUSINESS APPLICATIONS
(after registation)

Ending Event: The User accesses thELLENIC POST: BUSINESS
APPLICATIONSHome Page

non

Table 3-36: User Registration Normal Flowto ELTA Zip Codes.
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3.3.3.2 Test Case 2UserRegistration Invalid Credentials Flow [ELTAZIPCODHR?2]

A User fails to register via eIDAS elD

The user has a valid Spanish elD credential.

The user was not previously registered in HEELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIhttps://eltab2b.gr/en/zippdesand ¢l i ck o
el DAS el DO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3User selects country of origin AS

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User fails to register via eIDAS elD
6. User is automatically redirected to Nenccessful authentication page

User fails to register via elDAS elD
Ending Event: Thé&Jser is redirected to Nesuccessful authentication page

non

Table 3-37: User Registration Invalid Credentials Flowto ELTA Zip Codes.

3.3.3.3 Test Case 3User Cancels Registratidgtiow on Country Page [ELTAZIPCODEBR3]

A User quits early the registration process

The user has a valid Spanish elD credential.

The user was not previously registered in HEELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URlhttps://eltab2b.gr/en/zippdesand ¢l i ck o
el DAS el DO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
API adapters)

3. User selects ACANCELO
4. User is automatically redirected Registrati@gin terminated page

User fails to register via eIDAS elD
Ending Event: Registration/Login Cancelled

non

Table 3-38: User Cancels Registration Flow on Country Page ELTA Zip Codes.
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3.3.3.4 Test Case 4User Registration IdP Cancel Flow [ELTAZIPCODHE®4]

A User quits the registration process when reaching the IdP page

The user has a valid Spanish elD credential.

The user was not previously registered in HEELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIhttps://eltab2b.gr/en/zippdesand ¢l i ck o
el DAS el DO

2. User is redirected to eIDAS Country/Requested Attributes page (EERZS
APl adapters)

3. User selects country of origin

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User quits the registration process when reaching the IdP page
6. User is automaticallredirected to Registration/Login terminated page

User fails to register via elDAS elD
Ending Event: Registration/Login Cancelled (consent required)

non

Table 3-39: User Registration IdP Cancel Flowto ELTA Zip Codes.

3.3.3.,5 Test Case 5Registered User Normal Login Flow (eIDAS elD) [ELTAZIPCODEE1]

A User successfully registers toHELLENIC POST: BUSINESS
APPLICATIONS (Zip Codes) (Service: registration vidDéS elD)

The user has a valid Spanish elD credential.

The user was previously registered in tHELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIhttps://eltab2b.gr/en/zippdesand c¢cl i ck o
el DAS el DO

2. Useris redirected to eIDAS Country/Requested Attributes page (LEPS e
APl adapters)

3User selects country of origin AS

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User authenticatesith his electronic identity (elD)

6. User is redirected to thelELLENIC POST: BUSINESS APPLICATIONY
home page (English versiohtps://eltab2b.gr/ent The page shows the name
the User

7.Us er sel ect s and click on i BUYES(
menu
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8. User is automatically redirected t6lELLENIC POST: BUSINESS
APPLICATIONSBuy Online Zip Codes pad#tps://eltab2b.gr/en/zipodes/buy
onlinezip-codes

The SP granttJser access tBlELLENIC POST: BUSINESS APPLICATIONS
(after login)

Ending Event: The User accesses thELLENIC POST: BUSINESS
APPLICATIONSBuy Online Zip Codes page

Non

Table 3-40: Registered User Normal Login Flowto ELTA Zip Codes.

3.3.3.6 Test Case 6Registered User Invalid Credentials Flow [ELTAZIPCODES?]

A Registered User fails to authenticate via elIDAS elD

The user hasaalid Spanish elD credential.

The user was previously registered in tHELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URlhttps://eltab2b.gr/en/zippdesand ¢l i ck o
el DAS el DO

2. User is redirected to eIDAS Country/Reqadshttributes page (LEPS elDA
APl adapters)

3. User selects country of origin
4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User fails to register via eIDAS elD

6. User is automaticallredirected to Nosuccessful authentication page

User fails to register via eIDAS elD
Ending Event: The User is redirected to Nsutcessful authentication page

non

Table 3-41: Registered User Invalid Credentials Flowto ELTA Zip Codes.

3.3.3.7 Test Case 7Registered User Cancels Registration Flow on Country Page [ELTAZIPCODES

A Registered User quits early the registration process

The user has a valid Spanish elD credential.

The user was previously registered in tHELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIhttps://eltab2b.gr/en/zippdesand ¢l i ck o
el DAS el Do

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
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API adapters)
3. User selects ACANCELO.
4. User is automatically redirected to Nemccessful authentication page

User fails to register via eIDAS elD
Ending Event: The Bkr is redirected to Nesucessful authentication page

non

Table 3-42: Registered User Cancels Registration Flow on Country Pade ELTA Zip Codes.

3.3.3.8 Test Case 8Registered UgddP Cancel Flow [ELTAZIPCODESL4]

A Registered User quits the registration process when reaching the IdP pags

The user has a valid Spanish elD credential.

The user was previously registered in tHELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIhttps://eltab2b.gr/en/zippdesand ¢l i ck o
el DAS el DO

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3. User selects countow ODNEXTOQgIin
4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User quits the registration process when reaching the IdP page

6. User is automatically redirected to Registration/Login terminated page

User fails toregister via eIDAS elD
Ending Event: Registration/Login Cancelled (consent required)

non

Table 3-43: Registered User IdP Cancel Flowo ELTA Zip Codes.

3.3.3.9 Test Case 9Unregistered User Access Attempt Flow [ELTAZIPCODERBL]

A nonRegistered User wants to login tdELLENIC POST: BUSINESS
APPLICATIONS (Zip Codes) via elDAS elD: Is Redirected to a Registra
Form

The user has a valid Spanidb eredential.

The user was not previously registered in HEELLENIC POST: BUSINESS
APPLICATIONS

1. Access to the URIhttps://eltab2b.gr/en/zippdesand ¢l i ck o
el DAS el DO
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2. User is redirected to eIDAS Country/Requested Attribpiege (LEPS elDAS
APl adapters)

3. User selects country of origin
4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User authenticates with his electronic identity (elD)

6. User is automatically redirected to the ELTA my profile p
https://eltab2b.gr/index.php/en/Apyofile (User must complete the necess
information, for example email, company name, company address, zip/
code, city, country, company phone angla@ant mobile phone) and click g
AfSaveo

User isRedirected to a Registration Form Ending Event: ELTA my profile pa(

non

Table 3-44: Unregistered User Access AttempkElow to ELTA Zip Codes.
3.3.4 ELTA'i eDeliveryHybrid Mail Service

3.3.4.1 Test Case 1User Registration Normal Flow (eIDAS elD) [ELTAHYBRIDL1]

A User successfully registers to ELTADelivery Hybrid Service (Service
registration via eIDAS elD)

The user has a valid Spanish elD credential.

1. Access to the URDttps://www.epost.gr/portalLogin.jspand c | i ¢ k

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3.Userselects ountry of origin ASPAI NO an

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User authenticates with his electronic identity (elD)

6. User is automatically redirected to the ELTMelivery Hybrid Service home
page- The page shows the Logout button

The SP grants User access to ELTFRdaivery Hybrid Service (after Login)

Ending Event: The User accesses the ELFBetivery Hybrid Service Homg
Page

Non

Table 3-45: User RegistrationNormal Flow to ELTA e-Delivery Hybrid Mail Service.

3.3.4.2 Test Case 2User Registration Invalid Credentials Flow [ELTAHYBRITL2]

_ A User fails to register via eIDAS elD
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The user has a valid Spanish elD credential.

1. Access to the URDttps://www.epost.gr/portalLogin.jspand c | i ¢ K
with el DAS el Do

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3User selects country of origin AS

4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User fails to register via eIDAS elD
6. User is automatically redirected to Neaccessful authenticationge

User fails to register via elDAS elD
Ending Event: The User is redirected to Nsutcessful authentication page

Non

Table 3-46: User Registration Invalid CredentialsFlow to ELTA e-Delivery Hybrid Mail Service

3.3.4.3 Test Case 3User Cancels Registration Flow on Country Page [ELTAHYBRIL3]

A User quits early the registration process

The user has a valid Spanish elD credential.

1. Access to the URIhttps://www.epost.gr/portalLoginjspand ¢l i ¢ k
with el DAS el Do

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)

3. User selects ACANCELO
4. User is automatically redirected Registratlogin terminated page

User fails to register via eIDAS elD
Ending Event: Registration/Login Cancelled

Non

Table 3-47: User Cancels Registration Flow on Country Pags ELTA e-Delivery Hybrid Mail Service

3.3.4.4 Test Case 4User Registration IdP Cancel Flow [ELTAHYBRIDL4]

A User quits the registration process when reaching the IdP page

The user haa valid Spanish elD credential.

1. Access to the URIttps://www.epost.gr/portalLogin.jspand c | i ¢ K
with el DAS el Do

2. User is redirected to eIDAS Country/Requested Attributes page (LEPS ¢
APl adapters)
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3. User selects countryofr i gi n ASPAI N0 and cl ic
4. User is automatically redirected to Spanish IdP to authenticate via her/his
5. User quits the registration process when reaching the IdP page

6. User is automatically redirected to Registration/Login terminzage

User fails to register via eIDAS elD
Ending Event: Registration/Login Cancelled (consent required)

Non

Table 3-48: Use Registration IdP Cancel Flow toELTA e-Delivery Hybrid Mail Service
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4 0Executi on and document a
production tests activities 0

This section is intended to provide the results of the automategrquiaction tests on the different
services, described gection3 of this document and performed in the context of the T6.2.

It provides an overview of the pproduction environment and the results of performing the test
execution on the different service providers which are Correos, ELTA and ATHEX (seti#pds3
and4.4).

Section4.1 provides the descriptionf @ CATS (eIDAS Connectivity Automated Testing Suite) tool,
which is the tool produckduring this project based @&eleniun tool for performing the automated
pre-production testing (sdeigure4-1).

eCATS
9.

m y . .

S¢ AUTOMATEDTESTS. € 9neD

e(ORREOS, L -
¢(ORREDS EAT; } 'a_,'

e(ORREOS - ’

Figure 4-1: LEPS Services and Automated eCATS tool

Deliverable D2.15] (to be submitted in November 2018) will descréf@ATS toolin detail andthe
environment configurationna installation for using thitool for the execution of automatadripts

D2.1 also contains the preparation of these scripts and how to execute them. As result of this, a set of
scripts were prepared for every test case, they can be foulwdniex |. Scripts used in automatic
testing tool eCATS

3 https://www.seleniumhg.org/
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As will be explained in D2.1, the execution of the test cases using eCATS aadrifiisof the test

case produces two results a text file with the logs which contains the i phges that have been
processed during the execution and a file with the screenshot of the last page of the execution. The
results are summiaed in sectiong.2.2 4.3.2and4.4.2

Section4.5 provides the results of execution of the test cases using the Mobile app and4édtien
results of the interoperability tests.

4.1 felDAS Connectivity Automated Testing Su{@CATSD

For the needs of the pproduction testing, LEPS has developed eCATS (elIDAS Connectivity
Automated Testing Suite), an automated testing tool based on (Bel@oirtable softwareesting
framework for web applicatiohseCATS has been developed using Java as well as the Selenium
Library, which enables Java code to access and manipulate web pages. It facilitates the execution of
the integration tests of a sergiovith an elIDAS Node, and essentially reduces the requested
operational effort. Most important, eCATS enables the periodicpiagrammed, execution of
automated tests, to continuously monitor the integration of a service with an eIDAS Node

eCATS actsas a genergburpose tool to perform the automatic testing of web applications and web
based composite services, even if they span multiple pages completely. It is completely user
interaction free. Used in the case of testing the integration of a seriitéhe elDAS Network, it
deploys three core functionalities:

1 Automated execution of the entire eIDAS authentication process
1 Automated logging of events/errors/failures
1 Multiple tests in a single run

4.1.1 eCATS: automated testing preparation and execution

Essen i al | vy, eCATS enables the design and construc
during the execution of an authentication flow (including the test of algfieed authentication

failure case). These steps are executed in an automatechfagh& ATS, which in turn reports the
result of each execution (ASuccesso/oFailureo).
specific designated URL whose content indicates the success of the test (the tool identifies certain
keywords specifi only to the ending page; the page where the User, for example, has been given
access to the tested service, in the case of a registered user authentication test). The operational flow of
the eCATS software appears in the next Figure.

4 https://www.seleniumhg.org/
5 For a more detailedescription of the eCATS testing tool, see: DBusiness and Technical Design for the
effective use of elD DSI repofi5]
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Start R — Log Error

Figure 4-2: eCATS software suite operational flow

For each testwo typesof files are created initially by the Service Tester:

1 A Test Configuration file which contains all necessary information regarding the specific test
to be conducted.

1 A number ofPage Manipulationfiles, one per page participating in the tested process chain.
Each file containing which page elements the testing process neédsraxt with (called
Afevents: o), the type and the | D of each pag:¢
info. Typically, the | ast fAdAeventb% of a page

The end of a test automatically creates the following s (placed in in the same folder with
configuration and manipulation files):

1 In the case the test was successful: ThreeO@put files are created. The first file is a
screenshot of the end page everthe second, is &@ster log filethat contains thegge source
of the last page visited; the third file is a log report which contains all the information about
the test (timestamp and URL of visited pages)
1 In the case the test was nsiiccessful,only one tester log file is created that contains
exception information.
This endtest file will inform the Service Tester about the test success or let the Tester identify the
conditions of an eventual test failure.

4.1.2 eCATS: multiple tests run periodicgll

The eCATS Testing Tool is responsible for automatically executing a single test and providing its user
with the final page reached, Besides, eCATS allows for a group of selected tests to run periodically,
with no-human intervention, in a paefined dateand time, for example once, twice each day etc. A
simple Windows Power Shel |l Script was developed
ArunTesto) is as foll ows:

8 For nore details on how these files amenstructed, sed2.1 Business and Technical Design for the effective

use of elD DSI repofb]

" For evidence on the Output files of eECABSa s ed aut omat ed estsPtosf Paths(legfile & he ¢ ol
endPage screenshdt) i n -prddectiop summery tests included in the flowing-sebtions.
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CORREOSTL1 Registered User Normal
Login Flow

call \runTest CORREOSL1 "CORREOS
TL1 Registered User Normal Login Flow
NOMBRE142"

"o

ATHEXSIGN-TR1 Sign up User Normal
Flow

call \runTest ATHEXSIGNTR1
"ATHEXSIGN-TR1 Sign up User Normal
Flow" " Registration form"

ATHEXSIGN-TR1 Sign up User Normal
Flow

call \runTest AXIAWEBTL1 "
ATHEXSIGN-TR1 Sign up User Normal
Flow " " No Investor Found in AthexGroup"

ELTAPORTAL-TL1 Registered User
Normal Login Flow

call \runTest ELTAPORTALTL1
"ELTAPORTAL-TL1 Registered User
Normal Login Flow" "Please ent@racking
Number"

ELTAESHORTLL1 Registered User Normal
Login Flow

call \runTest ELTAESHOPIL1
"ELTAESHORTL1 Registered User Normal
Login Flow" "Please review your order
details"

ELTAVOUCHER-TL1 Registered User
Normal Login Flow

call \runTestELTAVOUCHER-TL1
"ELTAVOUCHER-TL1 Registered User
Normal Login Flow" "How to fill the Form"

ELTAZIPCODESTL1 Registered User
Normal Login Flow

call \runTest ELTAZIPCODES L1
"ELTAZIPCODESTLL1 Registered User
Normal Login Flow" "receive a file"

ELTAHY BRID-TL1 User Registration
/Login Normal Flow

call \runTest ELTAHYBRIDTL1
"ELTAHYBRID -TL1 User Registration
/Login Normal Flow" "Document Details"

Thi s

The steps

Table 4-1: The composition

Script executes

of L EifdE exeautiord twice deradayfir un Te st 0

the ArunTesto

as

1 Name of the test (required in the execution the LEPS Automated Testing Tool)
9 Description of the Test (used in the notification emails)

1 Success condition string
1 Date and Time

performed by the

firunTesto scri

1 Execute thespecified test using the eCATS Testing Tool
1 Use grep to check for the success condition

8 Regarding the paramet&Buccess condition string,
conditiordo of each tesi ncl uded i n the

e CandoBcludeon a per case basin the fisuccess
fi r u n based onotheutput filehGererallyo nc | u s i

script
running case 8 tests are executed, the tests shown in the previous Table). The parameters of the
ArunTest o folows: i pt ar e

(per

tim

ar e

speaking the condition for a successful téstthe existence of a specific string ire fragesourcef the final

Document name: 48 of 270

D6.1 Production Testing Report Page:

Reference: D6.1

Dissemination: PU Version: 1.0 Status: Final




L=PS

1 Send the appropriate email depending on the result of the grep command

Finally, eCATS wuse the Windows Task Schedul er
explained before, the test results are emailed automatically to a specified account. Below we provide
an example of such testsults (sample) emails:

ELTAPORTAL-TL1 Registered UserNormal Login| Success 30/09/2018| 8:00
Flow

ELTAZIPCODESTL1 | Registered User Normal Logi Fail 26/09/2018 | 20:00
Flow

Table 4-2: Sample Results from the periodic automated runTest.

4.2 Correos Test cases executinrpreproduction

This section contains the description of the-r@duction environment for performing the automated
test execution of Correos services as well as the results of the execution of the test cases.

4.2.1 Preproduction environment for testiri¢prreos Services (Corredgos premises)

The preproduction environment for performing the automated test execution of Correos services
comprises the Correos and Atos-preduction environment premises, where the Correos services and
the eIDAS adapter ardeployed respectively.

Besides the eIDAS Spanish node in-preduction (node of stable services) and the elIDAS Greek
node in preproduction, the componentieployed,and the associated features are summarized in the
following table:

Correos services Secured clowdbased platforms.

Hosted under a post domain (high standard
security, including DNSSEC).

The environment includes usage of OTPs ar
specification of OAuth2 with Open Id Connect

Web Server: Tomcat 8.0.468.
HTTPS protocol.

elDAS Adapter Operating system: Ubuntu 16.04.4 L]
(GNU/Linux 4.4.0121-generic x86_64).

page. This stringhould beunique only to the page thaill be reached by the end of the test, on a successful
execution of the test. The existence (or not) of this string in the log file is checked usibg thet x figr ep o
Commar, also available for installation Windows systems.

Document name: D6.1 Production Testing Report Page: 49 of 270

Reference: D6.1 | Dissemination: PU Version: | 1.0 Status: Final




L

CPU: Intel(R) Xeon(R) CPU, E5645
2.40GHz.

RAM Memory 15GB
Web Server: Tomcat 8.0.46:8.
HTTPS protocol

Table 4-3: Deployment features of preproduction components for Correos services

The automatic tests have been executed in a computer with the following features:
Windows 7 Enterprise 64 bits Service Pack 1

I nt el E -6300UeCPU BOGHZ

16,0GB RAM

Firefox Nightly 61.61.0al (20189-13) (64bit)

Java version 1.8.0_161

= =4 =4 4 =4
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4.2.2 Correogest cases execution results in preproduction

The following table summarizes the results of the test cases:

A user from MS A

(Greece) request
access to My
Identity service of
Correos SP in M{
B (Spain). The use

https://miidentida
dpre2.azurewebs
es.net

Correos (SP) login page

https://miidentidadpre2.azt\
rewebsites.net/Home/Inde

The usemets access |
the service
successfully afte|
registering in Correo!
SP and access to VM
Identity.

LogsAndScreer
shotsTC1

wasnot p

registered in the

SP.

A userfrom MS A | https://miidentida | Correos (SP) login pagq https://miidentidadpre2.az| The user gets access| NogsAndScree
(Greece) request dpre2.azurewebs rewebsites.net/Home/Inde] the SP  successfull nshotsTC2
access to My | es.net and get access to M

Identity service of
Correos SPin MS

B (Spain). Usel
preregistered  in
the SP.

Identity.
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https://miidentidadpre2.azurewebsites.net/
https://miidentidadpre2.azurewebsites.net/
https://miidentidadpre2.azurewebsites.net/Home/Index
https://miidentidadpre2.azurewebsites.net/Home/Index
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/Correos/Logs/TC1_SPRegistrationMyIdentity
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/Correos/Logs/TC1_SPRegistrationMyIdentity
https://miidentidadpre2.azurewebsites.net/
https://miidentidadpre2.azurewebsites.net/
https://miidentidadpre2.azurewebsites.net/
https://miidentidadpre2.azurewebsites.net/Home/Index
https://miidentidadpre2.azurewebsites.net/Home/Index
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/Correos/Logs/TC2_BasicLoginMyIdentity
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/Correos/Logs/TC2_BasicLoginMyIdentity

|EPS

A user from MS A| https://miidentida | Correos (SP) login pagq https://miidentidaddeveidal Authentication failed. | LogsAndScreer|
(Greece) request dpre2.azurewebs .azurewebsites.net/resour shotsTC3
access to  th¢ es.net s/templates/mi_identidad
service My ldentity| rror.html?errorMsg=%7b%
of Correos SP ir 22c0de%22%3a%22401%
MS B (Spain). Usel 2%2c%22message%22%:?]
preregistered  in %22Authenication+failed

the CorreosSP, the %22%2¢%2290T0%22%3
user provides %22https%3a%2f%2fmiidg
wrong credentials. ntidadpre2.azurewebsites.
et%22%2c%22title%22%3
a%22Error%22%2c%22aa
eptBtn%22%3a%220K%2
2%2c%22line%22%3a0%
c%22language%22%3a%o!

2en%22%7d
A user from MS A| https://miidentida | Correos (SP) login pagg Timeout error appears LogsAndScreer
(Greece) request dpre2.azurewebs shotsTC4

access to My es.net
Identity of Correos
SP in MS B
(Spain). The use|
was previously,
registered in the
CorreosSP.

A user from MS A| https://miidentida | Correos (SP) login pagq https://miidentidadpre2.azy Correos My Identity] LogsAndScreer|
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https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://miidentidaddeveidas.azurewebsites.net/resources/templates/mi_identidad_error.html?errorMsg=%7b%22code%22%3a%22401%22%2c%22message%22%3a%22Authentication+failed%22%2c%22goTo%22%3a%22https%3a%2f%2fmiidentidadpre2.azurewebsites.net%22%2c%22title%22%3a%22Error%22%2c%22acceptBtn%22%3a%22OK%22%2c%22line%22%3a0%2c%22language%22%3a%22en%22%7d
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/Correos/Logs/TC3_failedMyIdentityLogin
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/Correos/Logs/TC3_failedMyIdentityLogin
https://miidentidadpre2.azurewebsites.net/
https://miidentidadpre2.azurewebsites.net/
https://miidentidadpre2.azurewebsites.net/
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/Correos/Logs/TC4_eIDASAdapterFails
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/Correos/Logs/TC4_eIDASAdapterFails
https://miidentidadpre2.azurewebsites.net/
https://miidentidadpre2.azurewebsites.net/
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/Correos/Logs/TC5_userCancelineIDASAdapter

|EPS

(Greece) request dpre2.azurewebs rewebsites.net login page (initial| shotsTC5
access to  th¢ es.net page).
service My ldentity|
of Correos SP in
MS B (Spain). The
user was previousl
registered in thig
service. After
clicking

Afaut hent i
el DASoO t
clicks on cance
button on the
elDAS adapter

A user from MS A| https://miidentida | Correos (SP) login pagq https://correos.twindocs.cq The user accesses | LogsAndScreer|
(Greece) which ig dpre2.azurewedit m/app/ the "My Mailbox" | shotsTC6
logged in  My| es.net service and can see tl
Identity of Correos list of the documents.
SP clicls onthe tag
ifServices
user selects My
Mailbox service.

A user from MS A| https://miidentida | Correos (SP) login pagq https://&emo.ivhosys.net/ng The user accesses | LogsAndScreer|
(Greece) which ig dpre2.azurewebs osweb/NewAccountl.aspx|t he A My No| shotsTC7
logged in  My| es.net service and can see tl
Identity of Correos notifications.
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SP clicls onthe tag
iServices
user selects My
Notifications
service.

Table 4-4: Results of Correos Test cases execution in preproduction
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4.3 ELTA Test cases execution in preproduction

This section contains the description of the-reduction environment for performing the automated
test execution of ELTA services as well as the results aftbeution of the test cases.

4.3.1 Preproduction environment for testing ELTA Services (ELTA premises)

The preproduction environment for performing the automated test execution of ELTA services
comprises the ELTA prproduction environment premises, where Bh§ A services areleployed.
Besides the eIDAS Spanish node in-preduction (hode of stable services) and the elDAS Greek

node in preproduction, the components deployed, and the associated features are summarized in the
following table:

Component Deployment features

ELTA Services elDAS ISS 2.0 Operating system: Ubuntu 16.04
LTS (GNU/Linux 4.4.0121-
generic x86_64)

CPU: Intel(R) Xeon(R) CP&E5645 @ 2.40GHz
Web Server: Tomcat 8.0.46:8

Memory8GB

HTTPS protocol

ELTA TWA (Portal, Zipcodes) Operating system: Ubuntu 16.04
LTS (GNU/Linux 4.4.0121-
generic x86_64)

CPU: Intel(R) Xeon(R) CPE5645@ 2.40GHz
Memory8GB
HTTPS protocol

ELTA elDAS WebApp Operating system: Ubuntu 16.04
LTS (GNU/Linux 4.4.6121-
generic x86_64)

CPU: Intel(R) Xeon(RCPUES5645 @ 2.40GHz
Memory8GB
HTTPS protocol

Table 4-5: Deployment features of preproduction components for ELTA services.

The automatic tesfer ELTA Portal, ELTA eShop, ELTA Parcel Voucher and ELEZpCodes
Serviceshave been executed in a computer with the following features:

T Windows 10 Home (64bit)

1 Processor Intel(R) core(TM)i8550U
T CPU@ 1.80GHz

1 RAM 16GB

{ 13.3'4K Screen

The automatic tester ELTA e-Delivery Hybrid Service have been execuie@d Windows 10 Home
(64bit) computer with the following features:

T Windows 10 Home (64bit)
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RAM 6GB

E I I

15.6' HD Screen

Processor Intel(R) core(TM)-43210M
CPU @ 2.50GHz
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4.3.2 ELTA Test cases execution results in preproduction

The following table summarizes the results of the test cases:

User Registration Normal Flow| http://www.eltagr/en | ELTA portal home http://elta.gr/erus/home.aspx ELTA portal home | LogsAndSc
(elDAS elD) | A User -us/home.aspx page (or any other page (or the page | reenshotsE

successfully registers to ELTA ELTA portal page) where registration | | TAPORT
portal / eShop (Service: has started) AL TR1
registration via elDAS elD)

User Registration Invalid http://www.elta.gr/en| ELTA portal home https://lepsauth.elta.gr/portal Eid/d Nonsuccessful LogsAndSc
Credentials Flow | A User fails | -ys/home.aspx page (or any other thfail?t=d53f8fctaa8f4ec5828d | authentication page| reenshotsE
to register via elDAS elD ELTA portal page) 6b0007439aad LTAPORT

AL_TR2

User Cancels Registration Floy http://www.elta.gr/en| ELTA portal home https://lepsauth.&.gr/portalEid/au Registration/Login | LogsAndSc

on Country Page | A User quity -ys/home.aspx page (or any other thfail?reason=disagree Cancelled reenshotsE
early theregistration process ELTA portal page) LTAPORT
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AL _TR3
User Registration IdP Cancel | http://www.elta.gr/en| ELTA portal home https://lepsauth.elta.gr/portalEid/g4 Registration/Login | LogsAndSc
Flow | A User quits the -us/home.aspx page (or any other thfail?t=f01d47fad9254c6b91at | Cancelled reenshotsE
registrdion process when ELTA portal page) 20ab893d217e (consent required) | LTAPORT
reaching the IdP page AL TR4
Registered User Normal Login| http://www.elta.gr/en| ELTA portal home http://elta.gr/en ELTA portal home | LogsAndSc
Flow (eIDAS elD) | A -us/home.aspx page (or any other us/personal/tracktrace.aspx page- Track an reenshotsE
Registered User requires acce ELTA portal page) Item (or the page LTAPORT
to ELTA portal (Service: where login has AL TL1
authentication via eIDASIB) started)
Registered User Invalid http://www.elta.gr/en| ELTA portal home https://lepsauth.elta.gr/portalEid/d Non-successful LogsAndSc
Credentials Flow | A Registere( _ys/home.aspx page (or any other thfail?t=d53f8fctaa8f4ec5828d | authentication page| reenshotskE
User fails to authenticate via ELTA portal page) 6b0007439aad LTAPORT
Registered User Cancels http://www.elta.gr/en| ELTA portal home https://lepsauth.elta.gr/portalEid/g4 Registration/Login | LogsAndSc
Authentication Flow on Country _ys/home.aspx page (or any other thfail?reason=disagree Cancelled reenshotsE
Page | A Registered User quits ELTA portal page) LTAPORT
early the authentication proces| AL TL3
Registered User IDP Cancel | http://www.elta.gr/en| ELTA portal home https://lepsauth.elta.gr/portalEid/4 Registration/Login | LogsAndSc
Flow | A Us_er quits the -us/home.aspx page (or any other thfail2t=f01d47a-d9254c6b91af | Cancelled reenshotskE
authentication flow when ELTA portal page) | 20ab893d217e (consent required) | LTAPORT
reaching the IdP page AL TL4

Document name:

D6.1 Production Testing Report

Page: 58 of 270

Reference: D6.1

Dissemination: PU

Version:

1.0

Status: Final



https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TR3
http://www.elta.gr/en-us/home.aspx
http://www.elta.gr/en-us/home.aspx
https://lepsauth.elta.gr/portalEid/authfail?t=f01d47fa-d925-4c6b-91af-20ab893d217e
https://lepsauth.elta.gr/portalEid/authfail?t=f01d47fa-d925-4c6b-91af-20ab893d217e
https://lepsauth.elta.gr/portalEid/authfail?t=f01d47fa-d925-4c6b-91af-20ab893d217e
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TR4
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TR4
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TR4
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TR4
http://www.elta.gr/en-us/home.aspx
http://www.elta.gr/en-us/home.aspx
http://elta.gr/en-us/personal/tracktrace.aspx
http://elta.gr/en-us/personal/tracktrace.aspx
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL1
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL1
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL1
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL1
http://www.elta.gr/en-us/home.aspx
http://www.elta.gr/en-us/home.aspx
https://lepsauth.elta.gr/portalEid/authfail?t=d53f8fc1-aa8f-4ec5-828d-6b0007439aad
https://lepsauth.elta.gr/portalEid/authfail?t=d53f8fc1-aa8f-4ec5-828d-6b0007439aad
https://lepsauth.elta.gr/portalEid/authfail?t=d53f8fc1-aa8f-4ec5-828d-6b0007439aad
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL2
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL2
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL2
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL2
http://www.elta.gr/en-us/home.aspx
http://www.elta.gr/en-us/home.aspx
https://lepsauth.elta.gr/portalEid/authfail?reason=disagree
https://lepsauth.elta.gr/portalEid/authfail?reason=disagree
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL3
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL3
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL3
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL3
http://www.elta.gr/en-us/home.aspx
http://www.elta.gr/en-us/home.aspx
https://lepsauth.elta.gr/portalEid/authfail?t=f01d47fa-d925-4c6b-91af-20ab893d217e
https://lepsauth.elta.gr/portalEid/authfail?t=f01d47fa-d925-4c6b-91af-20ab893d217e
https://lepsauth.elta.gr/portalEid/authfail?t=f01d47fa-d925-4c6b-91af-20ab893d217e
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL4
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL4
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL4
https://repository.atosresearch.eu/index.php/apps/files?dir=/LEPS/Activities/Activity%206%20Testing%20of%20cross-border%20authentication%20and%20access%20to%20electronic%20Services%20/T6.2%20Execution%20and%20documentation%20of%20pre-production%20tests/PreproductionTests/ELTA/ELTA_PORTAL_ESHOP/Logs/ELTAPORTAL-TL4

LEPS

Registered User Normal Login| http://www.elta.gr/en| ELTA e-Shop main http://elta.gr/CustomerMyBasket/{ ELTA e-Shop My | LogsAndSc
Flow (eIDAS elD) | A - page (or any other bid/770/language/en Basket (or the page| reenshotsE
Registered User requires acce{ s/husiness/eshop.a ELTA eShop page) | ys/Default.aspx?addmessage=s| Where loginhas | | TAESHO
to ELTA portal (Service: pX cess_b_Yo+have+added+%22Ar Started) P TL1
authentication via eIDAS B) mored+Cruiser+Averof%22+to+y

ur+cart.
Registered User tralid http://www.elta.gr/en| ELTA e-Shop main https://lepsauth.elta.gr/portalEid/qd Non-successful LogsAndSc
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User fails to authenticate via | s/business/eshop.a) ELTA €Shop page) | 6h0007439aad LTAESHO
elDAS elD px P TL2
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Authentication Flow on Country - page (or any other thfail?reason=disagree Carcelled reenshotsE
Page | A Registered User quits us/business/eshop.al ELTA eShop page) LTAESHO
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Registered User IDP Cancel | http://www.elta.gr/en| ELTA e-Shop main https://lepsauth.elta.gr/palEid/au | Registration/Login | LogsAndSc
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Registered User wants to login ELTA portal page) LTAPORT
to ELTA portal/eShop via AL TRL
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Registration Form

User Registration Normal Flow| https://eltab2b.gr/en/| ELTA BUSINESS https://eltab2b.gr/en/ ELTABUSINESS | LogsAndSc
(elDAS elD) | A User parcetdelivery APPLICATIONS APPLICATIONS reenshotsE
successfully registers BLTA | 5\ cher (Parcel Delivery home page (orthe | | TAVOUC
BUSINESS APPLICATONS Voucher) home page page where HER TR1
(Parcel Delivery Voucher) (or any othelELTA registration has
(Service: registration via elDAS BUSINESS started)
elD) APPLICATIONS
page)
User Registration Invalid https://eltab2b.gr/en/| ELTA BUSINESS https://lepsauth.elta.gr/eltab2bEigq Non-successful LogsAndSc
Credentials Flow | A User fails parceldelivery APPLICATIONS authfail?£7892ecfdocdad466 authentication page| reenshotsg
to register via eIDAS elD voucher (Parcel Delivery 8131-3cchd4ledcod LTAVOUC
Voucher) home page HER TR2
(or any otheELTA
BUSINESS
APPLICATIONS
page)
User Cancels Registration Floy https://eltab2b.gr/en/| ELTA BUSINESS https://lepsauth.elta.gr/eltab2bEiq Registration/Login | LogsAndSc
on CountryPage | A User quits | parceldelivery APPLICATIONS authfail?reason=disagree Cancelled reenshotsE
early the registration process | o cher (Parcel Delivery LTAVOUC
Voucher) home page HER TR3

(or any otheELTA
BUSINESS
APPLICATIONS

page)
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User fails to authenticate via Codes) home page (0r| 8131-3cchd41edc9d LTAZIPCO
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page)
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BUSINESS T
APPLICATIONS
page)
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to ELTA BUSINESS Voucher) home page DES TRL
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via elDAS dD: Is Redirected to BUSINESS

a Registration Form APPLICATIONS

page)

User Registration /Login https://e ELTA eDelivery https://www.e ELTA eDelivery LogsAndSc

Normal Flow (eIDAS eID) | A | post.gr/portalLogin.jq Hybrid Mail Service | post.gr/portalRequests.jsp Hybrid Mail Service | reenshotsE
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ELTA eDelivery Hybrid Malil D TL1
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early the registration process D home page LTAHYBR
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Flow | A User quits the post.gr/portalLogin.jq Hybrid Mail Service fail Cancelled reenshotsE
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4.4 ATHEX test cases execution in preproduction

4.4.1 Preproduction environment for testing ATHEXervices (ATHEX premises)

The preproduction environment for performing the automated test execution of ATHEX services
comprises the ATHEX prproduction environment premises, where the ATHEX services are

deployed.

Besides the eIDAS Spanish node in-preduction (node of stable services) and the elDAS Greek

node in preproduction, the components deployed and the associated features are summarized in the
following table:

ATHEX Services elDAS ISS 2.0 Operating system: Windows Server 2012
TWA (Axia WEB, Athex Sign) CPU: Intel(R) Xeon(RCPUE5645 @ 2.40GHz
AS: Tomcat 8.x
Memory4GB
HTTPS protocol
ATHEX IDP Operating system: Windows Server 2012

CPU: Intel(R) Xeon(RCPUE5645 @ 2.40GHz
AS: Tomcat 8.x

Memory4GB

HTTPS protocol

Table 4-7: Deployment features of ATHEX components in preproduction

The automatic tester Axia WEB, Athex Sigrhave been executed in a computer with the following
features:

1 Windows 10 Home (64bit)

1 VirtualBox VM with CPU 2 cores

! RAMA4GB
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4.4.2 ATHEX Test casesxecution results in preproduction

The following table summarizes the results of the test cases:

A user from Spain https://test Athex Sign | https://tsp- | Spanish useris | LogsAndScreenshot
wants to register in axiaweb.athexgrou| (SP) login | gw.eidas.athq successfull ATHEXSign_TC1
AthexSign Service p.ar page. xgroup.gr/re | authenticated and

Provider. Spanish use gAthexSign/ | ready to register

will use his/her elD in Athex Sign

provided by Spanish Service Provider

Authorities in order to

authenticate

himself/herself against]

AthexSign Service

Provider.

A user from Spain https://test Athex Sign| https://tsp- | Spanish user i{ LogsAndScreenshot
wants to register in axiaweb.athexgrou| (SP) login| gw.eidas.athq unsuccessfully
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https://test-axiaweb.athexgroup.gr/
https://test-axiaweb.athexgroup.gr/
https://test-axiaweb.athexgroup.gr/
https://t-sp-gw.eidas.athexgroup.gr/regAthexSign/
https://t-sp-gw.eidas.athexgroup.gr/regAthexSign/
https://t-sp-gw.eidas.athexgroup.gr/regAthexSign/
https://t-sp-gw.eidas.athexgroup.gr/regAthexSign/
http://goo.gl/mBNqFW
http://goo.gl/mBNqFW
https://test-axiaweb.athexgroup.gr/
https://test-axiaweb.athexgroup.gr/
https://t-sp-gw.eidas.athexgroup.gr/loginAthexSign/authfail
https://t-sp-gw.eidas.athexgroup.gr/loginAthexSign/authfail
http://goo.gl/ZCSnjG

LI=PS

AthexSignservice p.ar page. xgroup.gr/lo | authenticated ATHEXSign_TC2
Spanish usewill use ginAthexSig
his/her elD provided n/authfail
by Spanish Authorities
in order to authenticatg
himself/herself against]
AthexSign Service
Provider.
A user from Spain https://test Athex https://test | Spanish user i{ LogsAndScreenshot
wants to login in Athex axiaweb.athexgrou| AXIAWeb | axiaweb.athe| successfully ATHEXAXIAweb T
AXIAWeb service p.ar (SP) login| xgroup.gr/gr/ | auhenticated an¢ C3
Spanish user will use page. menu.jsp logged on to
his/her elD provided register in Athex
by Spanish Authorities| AXIA Web
in order to authenticatg Service Provider
himself/herself against]
Athex AXIAWeb
Service Provider.
A user from Spain https://test Athex https://tsp- | Spanish user i{ LogsAndScreenshot
wants to register in axiaweb.athexgrou| AXIAWeb | gw.eidas.athq unsuccessfully | ATHEXAXIAweb T
Athex AXIAWeb p.ar (SP) login| xgroup.gr/lo | authenticated C4
ServiceProvider. page. ginAxia/auth
Spanish user will use fail
his/her elD
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https://t-sp-gw.eidas.athexgroup.gr/loginAthexSign/authfail
https://t-sp-gw.eidas.athexgroup.gr/loginAthexSign/authfail
https://t-sp-gw.eidas.athexgroup.gr/loginAthexSign/authfail
http://goo.gl/ZCSnjG
https://test-axiaweb.athexgroup.gr/
https://test-axiaweb.athexgroup.gr/
https://test-axiaweb.athexgroup.gr/
https://test-axiaweb.athexgroup.gr/gr/menu.jsp
https://test-axiaweb.athexgroup.gr/gr/menu.jsp
https://test-axiaweb.athexgroup.gr/gr/menu.jsp
https://test-axiaweb.athexgroup.gr/gr/menu.jsp
http://goo.gl/M6oonL
http://goo.gl/M6oonL
http://goo.gl/M6oonL
https://test-axiaweb.athexgroup.gr/
https://test-axiaweb.athexgroup.gr/
https://test-axiaweb.athexgroup.gr/
https://t-sp-gw.eidas.athexgroup.gr/loginAxia/authfail
https://t-sp-gw.eidas.athexgroup.gr/loginAxia/authfail
https://t-sp-gw.eidas.athexgroup.gr/loginAxia/authfail
https://t-sp-gw.eidas.athexgroup.gr/loginAxia/authfail
https://t-sp-gw.eidas.athexgroup.gr/loginAxia/authfail
http://goo.gl/DKDN49
http://goo.gl/DKDN49
http://goo.gl/DKDN49
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A user from Greece | https://se Spanish https://se Greek user i LogsAndScreenshot
requests access to a | eidas.redsara.es/S| demo  SP| eidas.redsarg successfully ATHEXIDP_TC5
Spanish Service populateIindexPageg welcome | es/SP/popula authenticated

Provider. Greek user screen. teReturnPagq against ATHEX

will use ATHEX IDP IDP and ready tq

in order to authenticate use Spanisk

himself/herself against] Service Provider

Spanish Service

Provider.

A user from Greece | https://se Spanish https://se Greek user i LogsAndScreenshot
requests access to a | eidas.redsara.es/S| demo  SP eidas.redsarg unsuccessfully | ATHEXIDP_TC6
Spanish Service populatelndexPagg welcome es/SP/popula authenticated

Provider. Greek user screen. teReturnPagq against ATHEX

will use ATHEX IDP | DP and

in order to authenticat Spanish  Servicg

himself/herself agains Provider

Spanish Service

Provider. User will

provide wrong user

credentials and

authentication process

will be unsuccessful.

Table 4-8: Results of the execution of ATHEX test cases in preproduction
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https://se-eidas.redsara.es/SP/populateIndexPage
https://se-eidas.redsara.es/SP/populateIndexPage
https://se-eidas.redsara.es/SP/populateIndexPage
https://se-eidas.redsara.es/SP/populateReturnPage
https://se-eidas.redsara.es/SP/populateReturnPage
https://se-eidas.redsara.es/SP/populateReturnPage
https://se-eidas.redsara.es/SP/populateReturnPage
http://goo.gl/VhLVgW
http://goo.gl/VhLVgW
https://se-eidas.redsara.es/SP/populateIndexPage
https://se-eidas.redsara.es/SP/populateIndexPage
https://se-eidas.redsara.es/SP/populateIndexPage
https://se-eidas.redsara.es/SP/populateReturnPage
https://se-eidas.redsara.es/SP/populateReturnPage
https://se-eidas.redsara.es/SP/populateReturnPage
https://se-eidas.redsara.es/SP/populateReturnPage
http://goo.gl/Vdc1NT
http://goo.gl/Vdc1NT

L

4.5 Mobile Test Cases

LEPS® mobile application has evolved from its
The results of the prproduction testing of the mobile App were integrated in Deliverable [24.4
(Section 9 where services from each Industrial partner were tested and screenshots were captured.

The initial prototype which was successfully integrated with the elIDAS authentication process stopped
working due tachanges in the Spanish elDAS infrastructure such as a modification of the Certification
Authority chain. Also, the Spanish ministry office offered a new version of the Spanish DNle NFC
libraries which in this case were based on Android Fragments solhdungsiselated to private key
extraction. The new approach forced a deep source code refactoring. Taking profit of the refactoring,
Ul improvements focusing on user quality of experience perception while operating the NFC cards
were made. This final versidas the one with which the production tests in secfiaf this deliverable

have been performed.

4.6 Interoperability test

As indicated in setion 7 of bothdeliverables DR [3] and D4.3[4] several interoperability tests in
pre-production environment have been developed. The mgaal of these tests is to provke
integrated services in both Greek and Spanish side, are available not only to Spanish and Greek
citizens, but also to the rest of European citizens holding a Ealidpean elD belonging to an elD
schema integrated into the elDAS infrastructuf@ble 4-7: Deployment features of ATHEX
components in preproductiomprovides the Bt of countries with a stable connectivity to pre
production environment, at this moment.

Connected Country Spain Greece

Belgium X -

Czech Republic

Estonia

Greece

Iceland

Italy

Lithuania

Malta

X | X | X | X | X| X|X|X
x

Norway

>

Spain

Sweden X -

The Netherlands X -

Table 4-9: Countries connected with the Greek and Spanish eIDAS node in prgroduction environment.
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From the list of connected countries in 4qur@duction environment the chosen countries for
performing the interoperability tests wettaly, Iceland and Czech Republic At this moment
additional contacts have beestablished with The Netherlands, Estoaiad GermanyAdditional
resultsareprovided inAnnex Il. Interoperability Tests Extensiam this document.

461 il talyo

This test case has been performed using Itaksh ¢redentials provided by InfoCe&ompany.
InfoCert is one of the six Italian IdPs approved by the Italian government. The test case tested with the
Italian credentials is the Correos TC 1 accessing MyMailbox service.

A user fromltaly requests access to a Service Provider of Correos (Spain)

user wasnodét previously registered

successfully after registering in the SP getsaccess to Myldentity and

MyMailbox services.

1. An ltalian citizen try to access the Correos service and then is
redirected to Correos ID for login or directly access to Correos 1D
(URL https://miidentidadpre2.azurewebsites)rastd dick on

fAut henticate with el DASO but t
e(ORREDS

i Identidad

2. The user is redirected to Spanish elIDAS adapter. The eIDAS adap
page is showing the mandatory and the optional requested data. T|
user selects the optional attributes to be disclosed, and gives doys
cdicking the ASubmito button.

9 https://www.infocert.it/
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LEPS

LEPS ADAPTER

W =

THE 4L CRATIG BN ETONY ATTRETIN BRI & BS03 TO ¥ 0 GEUNTIY DARTIY FROWSTR
T
i
a P o' B
1 Freweal sl

THE AL OWIHG CFTIDHL ATTUBLITEE CEH BN KIFRES TO ¥ DU SSUNTRY ICEHTTTY SACACES I 75U BLECT TERM

L)
BT b

=

3. The user is redirected to the Spanish eIDAS node wiedsheselects
the country of origin (ltaly). Thethe useclickstheA L o gi n 0
starting the authentication process.

-~ ce e — e s 3 ~0n9 a9 22 he0i s
© e B S ¢ e P L S Crm B L W S e e
L R e -
Bl c/@ve= 2nT W
[~ B
L Preen P e ll

A P & )
B Sewen - v | DNty ,‘.‘gn do

SN G0 o O | et
3 e com tmme

Ao wmpen il -8B -

P — Ly . g |

T —

e ——

N
4. The user is redirected to the Italian &i® node where the mandatory
attributes to be requested ar ¢

button.

A28240752

WITH LEVEL OF ASSURANCE fow Il
IS REQUESTING THE
FOLLOWING ATTRIBUTES

swlpa
USE YOUR i :?::Ul:uc INFORMATION
NATIONAL elD TO ...~..
ACCESS ONLINE : g e
SERVICES imracan ot
-
5. The ltalian eIDAS node shows the optional attributes to be disclosg

and asks for wuser permission.
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LEPS

A28240752

USE YOUR FOLLOWING ATTRIBUTES
NATIONAL elD i
TO ACCESS i :?US:(DP:?OIAL INFORMATION

ONLINE :

Camert ABYess

SERVICES s ond «

¥ pou der’t prowide formation you Ty De derves.

The user isedirected to SPID initial page, the gateway to the Italiar

|l dPs. The user clicks on NAENt 1
FICEP spd

Alserric aziorm SP1D ertda-teide

FICEP 0 4 oy (00 CHma e & LA AN () WORNE (0 I DROPAS (I SN0 &
Corn B B W8 Paes F11 (0 LEEOYE W AR & it dglake RS AN eeek
WGA COMs 4 I FU B euees O CncTI SdeeE Bt farates W DA O accedes
- Cur S 9 ACEOEG 8 STV raTeack SR

SD (Sbwrs IA0EC O R Dyt § b schamme the gt o st 4 A C s
s e A 8 Armrmaliacnm M (I e s e Dotite S s 0 m s 3
ST O P e (ORI e N e S s N e )
L

o spro () AglD=ss

7. SPID gateway presents to the user the 6 Italian IdPs to cfroose

The user selects ICERT IdP.
spad b

FICEP sped

Areascanace SFID 11oss-boroer

FICEP 4 4 getoway W comarde & Ol Rabem & scovewe L & popee Osdeust S0 =
wrax otve & #ix Povw tU the mepedew 8 cewstve & derdt) dptele #DAS Ao sheoo
Mg GOy o UMy £1) W e OF O Ut Searh Bt g o DS O ede
ON S ) W

D (Semwrns NEtAco O et Do | & M SASK08 IN8 Dot 3 scades 4 LI | v
oalne dells Putbics Armiratacons Sstens con o7encs Karks Dot Se we g n pooes &
Oficenth dgte SP mcced con e ondenral de Ao gesiare e ten S arcoos urienith
Ogtaln. b o oo der paskon

o sproe () AgIDEs
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SPID redirects the user to ICERT IdP, dhd user enters the Italian
credenti al s. Ne xt t he user cl i

. InfoCert 1D

The Italian IdP shows the attributes to be delivered. The user click
fiContinuao button.

Once the user is authenticated SPID redirects the user to the Italia

elDAS node.
FICEP sped

The Italian eIDAS node shows the uleedata to be delivered to the
Spani sh el DAS node. The user (
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LEPS

[alaio|
e i
USE YOUR FOLLOWING ATTRIBUTES
NATIONAL elD ST |
TO ACCESS ——h A
ONLINE S
SERVICES :?.‘.’.m

The user is redirected to the Spanish eIDAS node, then to the elD/
adapter, and finally reaeeCorreos Mytlentity service. Myldentiy
service detects that is the first time the user is accessing Correos ¢
requess the user to provide an email address. The user enters the

address and clicks on fiSend Vg
e(ORREDS
B Tdenticdad
:a.-::::-'—,_“—::: rrgranmd i M bemdas | lesar

el M

e pwh O

T
e ________________________________________J

13. Myl dentity sends to the wuser 04

: — T gy et | M 7 e . £
B x BB ga (e 3 w3 WM ORE Q0
B G o | B B e | | . T T e

L

e T P gy 5 [ . P

& -

Coaveea I - PR sanwand ol soslicpiion coden

S — ]

14. The user retrieves the verification code from the email and enters {
code and clicks on AVerify Cooc¢
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LEPS

2(DRREOS

Mi Identidad

Vit brer e v e e e B el P
il B g e el

sl e

o prrieaton
‘tabon. e
1568

P s

1 barvn v wrd mevapd e coadsbons of me ol B deieded

15. Once Myldentity verifies the code, the user is asked to introduce a
passwordrfeeded for additional authentication process), the type o
person and accept the conditions of use of Myldentity service. The
the user clicks on ACreateodo bl

16. A form is displayed to fill in with additional data needed for accessi
the differentCor r eosd6 servi ces.
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